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IT Security and Policies
IT409

The below represent my comprehension to stated terms. 
[image: ]

 Policies,
· Is an official document representing the company rules , and  it is targeting any employee who works in the company or uses its resources.
· Policies are mandatory to be followed and you might get punished if you didn't follow it.
· Policies focus on result and doesn't explain any steps.

Example:
- All email communication means must be encrypted.
- You must backup your emails.  

Standers,
· Is a document that elaborate the company rules and what must be done to fulfill the policies. It is mandatory to obey all the mentioned standers.

Example:
- All password must be complex and not shorter than (10) characters
 
Baselines
· Is a technical document which contain the technical requirements that represent the minimum standards to be identified and implemented in the company to meet the policy requirement.

Example:
- All workstations of the company, must have anti-virus scanner application.
 
Procedures
·  Is a detailed document that explain the usage of  guidelines and standers to meet the policy requirement via step by step procedure to achieve the task and goals.

Example:
- To add a member to a local group using the Windows interface
- Open Computer Management.
- In the console tree, click Groups .
- Right-click the group to which you want to add a member, click Add to Group , and then click Add 
 
Guidelines
· Recommended actions about how to perform certain task. Its not mandatory to follow it.

Example:
- The following are general advices for creating a Strong Password:
· A Strong Password should
· Be at least 10 characters in length
· Contain both upper and lowercase alphabetic characters (e.g. A-Z, a-z)
· [bookmark: _GoBack]Have at least one numerical character (e.g. 0-9)
· Have at least one special character (e.g. ~!@#$%^&*()_-+=)
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