Chapter 12 Solutions

1. Execution of nslookup for host noc4 yields:
nslookup noc4

 
Server:  cicada.btc.gatech.edu

 
Address:  199.77.147.28

 
Name:    noc4.btc.gatech.edu

 
Address:  199.77.147.144


    Execution of dig for host noc4 yields:
    dig noc4|more

; <<>> DiG 8.2 <<>> noc4

;; res options: init recurs defnam dnsrch

;; got answer:

;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 6

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1,  ADDITIONAL: 0

;; QUERY SECTION:

;;      noc4, type = A, class = IN

;; AUTHORITY SECTION:

.                       9m17s IN SOA    A.ROOT-SERVERS.NET.  hostmaster.INTERNIC.

NET. (

                                        1999071500      ; serial

                                        30M             ; refresh

                                        15M             ; retry

                                        1W              ; expiry

                                        1D )            ; minimum

;; Total query time: 2 msec

;; FROM: noc2 to SERVER: default -- 199.77.147.28

;; WHEN: Fri Jul 16 06:24:37 1999
 
;; MSG SIZE  sent: 22  rcvd: 95

    (a) Both utilities provide the DNS as 199.77.147.28

    (b) Dig (domain information groper) is a flexible command line tool which can

     be used to gather information from the Domain Name System servers with numerous query options (See RFC 1035). 
 
An extract of a print out of the command is given as an example here.  It has four parts: query, answer, authority, and additional. The answer section contains answers to specific query.  The authority section lists the authoritative domain name servers and the additional section lists additional domain name server information.


noc2% dig -x 199.77.147.28

; <<>> DiG 8.2 <<>> -x

;; res options: init recurs defnam dnsrch

;; got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; QUERY SECTION:

;;      28.147.77.199.in-addr.arpa, type = ANY, class = IN

;; ANSWER SECTION:

28.147.77.199.in-addr.arpa.  22h52m52s IN PTR  cicada.btc.gatech.edu.

;; AUTHORITY SECTION:

147.77.199.IN-ADDR.ARPA.  22h52m52s IN NS  eagle.gcatt.gatech.edu.

;; ADDITIONAL SECTION:

eagle.gcatt.gatech.edu.  12H IN A  199.77.146.19

;; Total query time: 5 msec

;; FROM: noc2 to SERVER: default -- 199.77.147.28

;; WHEN: Fri Jul 16 07:24:57 1999

;; MSG SIZE  sent: 44  rcvd: 144


2. All the answers given below are correct since they are all nameservers that maintain information about the zone:
ns1.altavista.com.
ns2.altavista.com.
ns3.altavista.com.
cr1.dec.com
ns.dec.com

3. The output of the dig command contains the following hosts in a try:
altavista.com.  7200    NS      ns3.alta-vista.net.

altavista.com.  7200    NS      crl.dec.com.

altavista.com.  7200    NS      ns.dec.com.

altavista.com.  7200    NS      ns1.alta-vista.net.

altavista.com.  7200    NS      ns2.alta-vista.net.

altavista.com.  7200    MX      100 av-ops4.alta-vista.net.

altavista.com.  7200    MX      200 mail1.digital.com.

altavista.com.  7200    MX      200 mail2.digital.com.

altavista.com.  7200    MX      50 av-ops3.alta-vista.net.

altavista.com.  7200    A       209.162.76.11

altavista.com.  7200    A       209.162.76.5

altavista.com.  7200    A       204.152.190.18

altavista.com.  7200    A       204.152.190.69

altavista.com.  7200    A       204.152.190.70

altavista.com.  7200    A       204.152.190.71

altavista.com.  7200    A       204.152.190.72

altavista.com.  7200    A       204.152.190.14

altavista.com.  7200    A       204.152.190.19

altavista.com.  7200    A       204.152.190.13

altavista.com.  7200    A       204.152.190.16

altavista.com.  7200    A       204.152.190.11

safari.altavista.com.   7200    CNAME   crawl7.av.pa-x.dec.com.

ads.altavista.com.      7200    A       204.123.9.72

loghost.altavista.com.  7200    CNAME   localhost.altavista.com.

babelfish.altavista.com.        7200    A       204.123.9.67

babelfish.altavista.com.        7200    A       204.123.9.65

localhost.altavista.com.        7200    A       127.0.0.1

c-ns1.altavista.com.    7200    A       204.152.191.250

images.altavista.com.   7200    CNAME   image.altavista.com.

my.altavista.com.       7200    A       204.123.9.121

my.altavista.com.       7200    A       204.123.9.79

my.altavista.com.       7200    A       204.123.9.80

cpq.my.altavista.com.   7200    A       204.123.9.80

cpq.my.altavista.com.   7200    A       204.123.9.121

cpq.my.altavista.com.   7200    A       204.123.9.79

finance.altavista.com.  7200    A       208.221.32.66

research.finance.altavista.com. 7200    A       216.34.1.31

investing.finance.altavista.com.        7200    A       216.34.1.30

adbid.altavista.com.    7200    A       199.95.206.28

zip2.altavista.com.     7200    NS      ns2.zip2.com.

zip2.altavista.com.     7200    NS      auth00.ns.uu.net.

zip2.altavista.com.     7200    NS      ns3.alta-vista.net.

zip2.altavista.com.     7200    NS      ns1.zip2.com.

family.altavista.com.   7200    CNAME   jump.altavista.com.

image.altavista.com.    7200    A       204.152.190.74

image.altavista.com.    7200    A       204.152.190.75

thumbnail.image.altavista.com.  7200    A       204.152.190.23

thumbnail.image.altavista.com.  7200    A       204.152.190.24

jump.altavista.com.     7200    A       204.152.190.8

jump.altavista.com.     7200    A       204.152.190.9

jump.altavista.com.     7200    A       204.152.190.7

ns1.altavista.com.      7200    CNAME   ns1.alta-vista.net.

ns2.altavista.com.      7200    CNAME   ns2.alta-vista.net.

ns3.altavista.com.      7200    CNAME   ns3.alta-vista.net.

survey.altavista.com.   7200    A       204.123.9.151

discovery.altavista.com.        7200    A       204.123.9.114

forum.discovery.altavista.com.  7200    CNAME   discovery2.av.pa-x.dec.com.

ie.altavista.com.       7200    A       204.123.9.127

ie.altavista.com.       7200    A       204.123.9.125

shopping.altavista.com. 7200    CNAME   olympian.doubleclick.net.

maps.altavista.com.     7200    CNAME   avmaps.zip2.com.

ww2.altavista.com.      7200    A       204.123.2.67

www.altavista.com.      7200    CNAME   altavista.com.

affiliate.altavista.com.        7200    A       204.152.190.25

affiliate.altavista.com.        7200    A       204.152.190.26

careers.altavista.com.  7200    A       204.123.9.98

add-url.altavista.com.  7200    A       204.123.9.76

video.altavista.com.    7200    A       204.123.9.59

4. Use -x option
$ dig –x 198.116.142.34
yields
34.142.116.198.in-addr.arpa.    900     PTR     foundation.hq.nasa.gov; 
i.e. foundation.hq.nasa.gov is what the IP address resolves to.


5. (a) The utility to be used is ifconfig.
(b) Answer varies from machine to machine, because of difference in settings and hardware. The answer was generated on a machine that runs FreeBSD v.2.8-RELEASE:
ifconfig –a
ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500

        inet 194.44.x.30 netmask 0xfffffff0 broadcast 194.44.x..31

        inet 194.44.x.202 netmask 0xfffffff0 broadcast 194.44.x..207

        ether 00:20:78:07:8c:74 

tun0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

sl0: flags=c010<POINTOPOINT,LINK2,MULTICAST> mtu 552

ppp0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp1: flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mtu 296

        inet 194.44.x.30 --> 194.44.x.195 netmask 0xfffffff0 

ppp2: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp3: flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mtu 296

        inet 194.44.x.30 --> 194.44.x.193 netmask 0xfffffff0 

ppp4: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp5: flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mtu 296

        inet 194.44.x.30 --> 194.44.x.194 netmask 0xfffffff0 

ppp6: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp7: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp8: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp9: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp10: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

ppp11: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384

        inet 127.0.0.1 netmask 0xff000000 

6. (a) The most useful tool is tcpdump, which can be used to analyze the packets across each interface.
(b) Look for the source and destination hosts, incoming or outgoing traffic, and the type of protocols.  The data could be filtered to  yield information on the source and destination hosts and the protocols.  Various expressions of filtering could be used to probe into as much detail as to identify the culprit causing the traffic.


7. The command to be invoked is  tcpdump –i ed0 –c 10
Answer varies from machine to machine, because of difference in settings and hardware. The answer was generated on a machine that runs FreeBSD v.2.8-RELEASE:

tcpdump: listening on ed0

18:08:58.930277 somehost1.cv.ua.ssh > somehost2.lviv.ua.625: P 4144893661:4144893705(44) ack 2549605032 win 17520 (DF) [tos 0x10]

18:08:59.202250 somehost2.lviv.ua.625 > somehost1.cv.ua.ssh: . ack 44 win 17520 (DF) [tos 0x10]

18:08:59.490162 somehost3.on.home.com.15680 > somehost1.cv.ua.http: . ack 4259952313 win 49152 (DF)

 1:1461(1460) ack 0 win 17520 (DF)

18:08:59.491398 somehost1.cv.ua.http > somehost3.home.com.15680: . 1461:2921(1460) ack 0 win 17520 (DF)

18:08:59.908582 somehost1.cv.ua.ssh > somehost2.lviv.ua.625: P 44:668(624) ack 1 win 17520 (DF) [tos 0x10]

18:09:00.930373 somehost1.cv.ua.ssh > somehost2.lviv.ua.625: P 668:768(100) ack 1 win 17520 (DF) [tos 0x10]

18:09:00.930435 somehost1.cv.ua.ssh > somehost2.lviv.ua.625: P 768:800(32) ack 1 win 17520 (DF) [tos 0x10]

18:09:01.013198 somehost2.lviv.ua.625 > somehost1.cv.ua.ssh: . ack 668 win 17520 (DF) [tos 0x10]

18:09:01.137734 somehost3.on.home.com.15680 > somehost1.cv.ua.http: . ack 1461 win 49152 (DF)

8. (a) The six groups of options for the netstat utility yield information on: (1) network conections, (2) routing table, (3) intereface statistics, (4) masquerade connections, and (5) multicast memberships.

Network connections ( optiion) provide the details on the network connections includiing active sockets, local and remote address, etc.  The routing table provides the contents of the routing table similar to arp.  The interface statistics consists of interface name, maximum packet size (MTU), input and output number of packets and errors.  Masquerade connections are associated with the unofficial host addresses that are hidden from external network.  Multicast membership is associated with multicast routing statistics.

(b) Network connections provide enormaous information and a good place to start with a trouble on a network or host.  For example we could see the status of the TCP sockets to troubleshoot TCP problems.  The routing table, which has a finite life could be used to trace the active hosts that there was communication within the last purge cycle.  Problems associated with interfaces is tracked using interface option,  This is similar to ifconfig.  Masquerade option is used with security considerations.  Multicast member ship presents multicast routing and is used to track the multicast problems.

(a) noc2% netstat -N

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address     Foreign Address                   State

tcp        0               0  199.77.147.142:23  130.207.160.11:13918 ESTABLISHED

tcp        0           128  199.77.147.142:23  205.152.8.138:3405      ESTABLISHED

tcp        0               0  199.77.147.142:23  130.207.8.31:36047      ESTABLISHED

We notice that three tcp connections that are established


(b) noc2% netstat -r

Kernel IP routing table

Destination       Gateway        Genmask      Flags  MSS Window  irtt  Iface

199.77.147.183    *           255.255.255.255  UH      0        0          0   ppp0

199.77.147.142    *           255.255.255.255  UH      0        0          0    eth0

199.77.147.0        *           255.255.255.0      U        0        0          0    eth0

127.0.0.0              *           255.0.0.0              U        0        0          0        lo

default       main-rtr.gcatt. .0.0.0                    UG      0        0          0    eth0

The default gateway is main-rtr.gcatt.  Two hosts and two network connections are in the current routing table.


(c) noc2% netstat -i

Kernel Interface table

Iface      MTU  Met    RX-OK  RX-ERR RX-DRP RX-OVR TX-OK    TX-ERR TX-DRP TX-OVR Flg

eth0   1500   0 13856531   0         0           0     10046835   0        0          0    BRU

lo       3924   0   276700     0          0          0         276700   0        0          0     LRU

ppp0   552    0       24         0          0          0                22    0        0          0  OPRU
Three interfaces - Ethernet, loop back and PPP exist with the packet traffic statistics associated with them.

10. 
noc2% /sbin/arp -n
Address                 HWtype  HWaddress           Flags Mask            Iface
199.77.147.28           ether   00:60:4E:00:56:FE        C                     eth0
199.77.147.1            ether   00:60:3E:C0:24:40         C                     eth0
199.77.147.144          ether   00:A0:24:48:86:81        C                     eth0
199.77.147.183          *       *                                     MP                    eth0

noc2% netstat -r
Kernel IP routing table
Destination       Gateway        Genmask      Flags  MSS Window  irtt  Iface
199.77.147.183    *           255.255.255.255  UH      0        0          0   ppp0
199.77.147.142    *           255.255.255.255  UH      0        0          0    eth0
199.77.147.0        *           255.255.255.0      U        0        0          0    eth0
127.0.0.0              *           255.0.0.0              U        0        0          0        lo
default       main-rtr.gcatt. .0.0.0                    UG      0        0          0    eth0

We notice common addresses in the two tables.  The main-rtr is the same as 199.77.147.28.  Host 199.77.147.144 address in the arp table is missing from the routing table - purged?


11. The following solution is for 10 packets.
noc2% ping -c 10 205.152.8.138
PING 205.152.8.138 (205.152.8.138): 56 data bytes
64 bytes from 205.152.8.138: icmp_seq=0 ttl=18 time=65.3 ms
64 bytes from 205.152.8.138: icmp_seq=1 ttl=18 time=47.3 ms
64 bytes from 205.152.8.138: icmp_seq=2 ttl=18 time=45.3 ms
64 bytes from 205.152.8.138: icmp_seq=3 ttl=18 time=50.9 ms
64 bytes from 205.152.8.138: icmp_seq=4 ttl=18 time=47.3 ms
64 bytes from 205.152.8.138: icmp_seq=5 ttl=18 time=45.3 ms
64 bytes from 205.152.8.138: icmp_seq=6 ttl=18 time=39.0 ms
64 bytes from 205.152.8.138: icmp_seq=8 ttl=18 time=218.1 ms
64 bytes from 205.152.8.138: icmp_seq=9 ttl=18 time=39.9 ms

--- 205.152.8.138 ping statistics ---
10 packets transmitted, 9 packets received, 10% packet loss
round-trip min/avg/max = 39.0/66.4/218.1 ms

12. Execute the following steps.
(1) Obtain a list of hops and select one of them for measurements using traceroute; for example, $ traceroute www.altavista.com.
(2) Measure the effective bandwidth of one of the hops (point-to-point links): 
$ bing –v L1 L2
where L1 and L2 are the respective IP addresses of the point-to-point link that was selected for measurements.
(3) It might happen that the results of measurements do not seem realistic (Negative or very large throughput values). In this case we might need to increase the packet size and re-run the command:
$ bing –S 3000 –v L1 L2

*** Note: BING package must be installed, see http://spengler.econ.duke.edu/~ferizs/bing.html#install
13. The site chosen is a host in Bangla Desh.  (Also the stuents could try president.gov.al.
traceroute ns1.bangla.net
traceroute to ns1.bangla.net (203.188.252.2), 30 hops max, 40byte packets
1  cc-cisco1-comm.cc.gatech.edu (130.207.8.1)  2 ms  1 ms  1 ms
2  130.207.251.1 (130.207.251.1)  2 ms  2 ms  2 ms
3  f1-0.atlanta2-cr99.bbnplanet.net (192.221.26.2)  4 ms  3 ms  4 ms
4  f1-0.atlanta2-br2.bbnplanet.net (4.0.2.90)  6 ms  4 ms  3 ms
5  s4-0-0.atlanta1-br2.bbnplanet.net (4.0.1.149)  5 ms  5 ms  4 ms
6  core4-hssi5-0-0.Atlanta.cw.net (204.70.10.169)  6 ms  4 ms  5 ms
7  corerouter2.SanFrancisco.cw.net (204.70.9.132)  65 ms  65 ms  65 ms
8  xcore2.SanFrancisco.cw.net (204.70.150.137)  68 ms  69 ms  68 ms
9  cwusa-mciworldcom.SanFrancisco.cw.net (166.63.53.230)  233 ms  233 ms  230 ms
10  f5-0.tmh02.hkt.net (205.252.128.194)  247 ms  240 ms  239 ms
11  fddi2-0.yck06.hkt.net (210.176.133.25)  238 ms  239 ms  239 ms
12  f5-1.hk-T3.hkt.net (205.252.130.239)  246 ms  247 ms  247 ms
13  202.84.133.114 (202.84.133.114)  249 ms  270 ms  247 ms
14  cgw2.pacific.net.hk (202.14.67.177)  250 ms  252 ms  252 ms
15  202.64.247.6 (202.64.247.6)  1365 ms  1095 ms  1232 ms
16  * ns1.bangla.net (203.188.252.2)  1204 ms  1044 m

14. Executing arp with option a, we get:
arp –a netman
Net to Media Table
Device           IP Address                                Mask       Flags        Phys Addr 
------           --------------------                         ---------------    -----        ---------------
hme0   morticia.cc.gatech.edu              255.255.255.255     08:00:20:75:f5:3a
hme0   cc-cisco1-comm.cc.gatech.edu 255.255.255.255       00:10:2f:ff:70:00
hme0   appalachian.cc.gatech.edu       255.255.255.255       08:00:20:1d:26:0f
hme0   lurch.cc.gatech.edu                   255.255.255.255      08:00:20:0f:12:78
hme0   netman.cc.gatech.edu               255.255.255.255 SP 08:00:20:9a:19:ff
hme0   aphasia.cc.gatech.edu              255.255.255.255      08:00:20:87:99:5a
hme0   BASE-ADDRESS.MCAST.NET 240.0.0.0          SM 01:00:5e:00:00:00

arp –a netman
Net to Media Table
Device       IP Address                                 Mask        Flags            Phys Addr 
------ -------------------- --------------- ----- ---------------
hme0   morticia.cc.gatech.edu              255.255.255.255       08:00:20:75:f5:3a
hme0   cc-cisco1-comm.cc.gatech.edu 255.255.255.255       00:10:2f:ff:70:00
hme0   appalachian.cc.gatech.edu        255.255.255.255      08:00:20:1d:26:0f
hme0   vipper.cc.gatech.edu                  255.255.255.255     08:00:20:96:1f:34
hme0   fagus.cc.gatech.edu                   255.255.255.255    00:60:08:05:90:0d
hme0   adsl1.cc.gatech.edu                   255.255.255.255     08:00:20:93:df:3a
hme0   netman.cc.gatech.edu               255.255.255.255 SP 08:00:20:9a:19:ff
hme0   grandmama.cc.gatech.edu        255.255.255.255     08:00:20:75:db:14
hme0   mayzie.cc.gatech.edu                255.255.255.255      08:00:20:89:f0:75
hme0   BASE-ADDRESS.MCAST.NET 240.0.0.0          SM 01:00:5e:00:00:00

The arp cache table has changed between the readings.  The list contains the information on the hosts reached by / via netman host.  The port (single in this case) is an Ethernet inteface (hme0).  The IP address, mask, and MAC address are included.

15. Use broadcast ping to discover the other hosts in the segment.
ping a.b.c.255 for a class C segment. assuming your subnet is class C.  A bridged neighboring segment would appear in the result with a different subnet ID, say a.b.d.x.

16. Broadcast ping to the neighboring subnet, ping a.b.d.255 (See solution for Exercise 15).

17. TBD

18. Invoke the command
snmpget hostId communityname system.sysUptime.0
for each of the host and compare the system up time.

19. Execute snmpwalk on TCP group.  If port address 21 is present, FTP daemon is running.  the result is confirmed by transferring file using FTP.

20. Do a snmpwalk following snmp group or private.enterprises to discover the private MIB.

